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Hextable Parish Council

Communications Policy

Computer Security & Use, Email, Internet, Postal, Facsimile, & Telephone Use

Purpose

The purpose of this policy is to ensure that all HPC employees, and Volunteers if applicable, understand the way in which all communications systems (Computer Systems, Electronic Mail [email] Internet, Postal, Faxes and Telephones – both employers and personal, should be used in the Council.  It aims to ensure that the integrity of the Council’s communications and computer systems are protected and that such communications are used efficiently and appropriately only for their intended HPC purpose and without infringing legal requirements or creating unnecessary  risk to HPC. 
Scope

All the Council’s employees including volunteers, councillors, contractors and temporary staff are subject to this policy. Failing to comply with the Policy may lead to disciplinary action, including dismissal, or such other action as may be applicable and your conduct and/or action(s) may be unlawful or illegal and you may be held personally liable. HPC policy must be adhered to at all times.

General

All the Council’s resources, including computers, email, voicemail, faxes, postal facilities and telephones are provided solely for HPC purposes only and for carrying out duties within your contractual responsibilities. Personal use of these systems is not permitted and use of personal or private mobile or other communications devices whilst on duty is strictly limited and at the discretion of the Clerk. You should not engage in any activity, which is illegal, distasteful or likely to have negative repercussions for the Council.  Except to any extent required for the proper performance of your duties and known to your employer, you must not upload, download, use, retain, distribute or disseminate any images, text, audio, materials or software which:

· Is for personal use

· Are or might be considered to be indecent or obscene;

· Are or might be offensive or abusive in that its content is or can be considered to be a personal attack, rude or personally critical, sexist, racist, or generally distasteful;

· Encourage or promote activities which would, if conducted, be illegal or unlawful;

· Involve activities outside the scope of your responsibilities – for example, unauthorised selling/advertising of goods and services;

· Might affect or have the potential to affect the performance of, damage or overload the Council system, network and/or external communications in any way;

· Might be defamatory or incur liability on the part of the Council or adversely impact on the image of the Council.

Use of Email

Care should be taken using email because email messages are perceived to be less formal than paper-based communication and there is a tendency to be lax about their content.  Bear in mind that all expressions of act, intention and opinion via email can be held against you and/or the Council in the same way as verbal and written expressions or statements.  When using email you should not:

· Include anything which you cannot, or are not prepared to account for;

· Make any statements on your behalf or on behalf of the Council, which do or may defame, libel or damage the reputation of any person;

· Email messages, which have been deleted from the system, can be traced and retrieved.  Therefore, all persons having a part in creating or forwarding any offending emails can be identified.  Emails, both in hard copy and electronic form, are admissible in a court of law.  Email distribution lists must not be used for sending emails that are not relevant to the business.

Use of the Internet

Bear in mind at all times that when visiting an Internet site that your identity (which is linked to the Council) may be logged. As a result, any activity engaged in, undertaking given or transaction made may impact on the Council.  Primarily, but not exclusively, because of this the following guidelines should be followed:

· Always ensure that the Council is neither, embarrassed nor made liable in any way by your use of the Internet.  If you are in doubt, avoid such action.

· Do not knowingly download any software, binary or bitmap files. In any event, before downloading any such files you must obtain the prior permission of the Clerk.  This also includes downloading such files to laptops.

· Virus check all material which is down loaded from the Internet or received from any external source.  The same applies to any materials which you intend to load onto the system using your portable drive;

· Do not make any statements on your own behalf or on behalf of the Council which do or may defame, libel or damage the reputation of any person.

The following activities are expressly prohibited:

· The introduction of packet-sniffing or password detecting software;
· Seeking to gain access to restricted areas of the network;
· The introduction of any form of computer virus;
· Other hacking activities;
· Knowingly seeking to access data which you know or ought to know to be confidential.  Except to the extent required for the proper performance of your duties;
· Accessing or downloading any material, which is pornographic, offensive or illegal;
· In addition to potentially breaching the terms of your employment contract the following activities are criminal offences under the Computer Misuse Act 1990:
· Unauthorised access to computer materials (i.e. hacking);

· Unauthorised access with intent to commit/facilitate the commission of further offences;
· Unauthorised modification of computer material;
· Participation in any form of pornography.
Post

All outgoing postal materials, paper sheets, envelopes, stamps, etc, must only be used solely for HPC purposes and in a manner that is acceptable to the Council and does not actually or potentially bring about any discredit or liability upon the Council.  Personal use of any postal materials or equipment is strictly not permitted. 

Telephone

All persons acting for or on behalf of the Council when answering or making any telephone call on Council business must  do so politely, helpfully and in all respects appropriately. Personal use of both incoming and outgoing telephone calls is not permitted except where a clearly definable urgent issue is involved. Calling mobile numbers is expensive and should only be called when necessary and no other alternative exists. HPC receives itemised billing on every telephone showing every call made and such bills are regularly examined. 
Personal/Private Mobile 

As repeated or long duration use of personally owned or used mobile telephones for personal reasons whilst on duty can be disruptive to the performance of an employees contractual duties and responsibilities and can disadvantage the service being offered to the Council, apart from setting a poor example, such use, both incoming and outgoing, is strictly limited to short duration calls. This restriction on use of personal mobile telephones whilst on duty extends to all communications such as voice calls, voice messages, texts, faxes, camera facility, e-mail and internet use. 

Camera/Camera Telephones

It should be noted that if any camera device is used to take any images whilst on duty or involving in any manner the employer, staff, volunteers, residents or other related persons, that the taking, printing, use, sharing, showing, storing or distribution of such images may be restricted or banned under the Data Protection Act. 
Fax Machines

All persons acting for or on behalf of the Council  when sending any faxed document on Council  business must  ensure that such documents are appropriate in every respect and are not illegal, unlawful, obscene, rude, or may in any manner bring liability or discredit upon the Council.  Personal use of both incoming and outgoing faxes is not permitted except by the permission of the Clerk. 
Confidentiality

All information relating to HPC business is confidential.  You are expected to treat electronic and any communication system information with the same care as you would paper based information, which is confidential.  Keep all such information secure, use it only for the purpose(s) intended and do not disclose it to any unauthorised third party (which may sometimes include other employees of the Council).

Monitoring

All the Council’s resources, including computers, email, voicemail, postal systems, telephones and faxes are provided solely for HPC purposes. At any time and without prior notice, the Council  maintains the right and ability to examine any systems and inspect and review any and all data recorded in those systems. Any information stored on a computer, whether the information is contained on a hard drive, computer disk, or in any other manner may be subject to scrutiny by the Council .  This examination helps to ensure compliance with internal policies, supports the performance of internal investigations, and assists the management of information systems.  It is possible that Email, Internet and other communications systems traffic will be monitored and tracked by or on behalf of the Council in order to check compliance with the Council policies and to maintain and improve our quality control and assurance systems. If you are unclear about any of the issues discussed in this Policy, please contact the Clerk.
Policy Updating

Please note that this policy will be reviewed from time to time and updated as and when considered appropriate. Persons concerned should ensure that they are aware of and complying with the latest available version, with details available from the HPC office if required.
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